IS022301 - Certified Lead Implementer BCMS

This five-day intensive course enables the participants to develop the necessary expertise to
support an organization in implementing and managing a Business Continuity Management
System (BCMS) based on ISO 22301. The participants will also gain a thorough
understanding of best practices used to implement Business Continuity processes from the
ISO 22399. This training is consistent with the project management practices established in
ISO 10006 (Quality Management Systems - Guidelines for Quality Management in Projects).
This training is fully compatible with BS 25999 (Business Continuity Management
Specification) and ISO 27031 (Guidelines for information and communication technology
readiness for Business Continuity).

www.britcert.org.uk

Who should attend?

e Project managers or consultants wanting to prepare and support an organization in
the implementation of a Business Continuity Management System (BCMS)

e Business Continuity auditors who wish to fully understand the implementation of a
Business Continuity Management System

e Individuals responsible for the Business Continuity or conformity in an organization

e Members of a Business Continuity team

e Expert advisors in Business Continuity

e Members of organizations that want to prepare for a business continuity function or
for a BCMS project management function

Course agenda Duration:
5 days

Domain 1:
e The Operational Risk Landscape for
e Business and Other Organizations
e Weather
e Energy
e Operational risk management
e The risk management process
e What Does BCM Actually Achieve?
e Tangible benefits



Domain 2:
e An Incredibly Short History: Early DR to BCM
e Continuity and resilience
e The Role of Standards and Independent
e Validation
e Business continuity standards
e Other standards
e Compliance
e Supply chain
e Corporate governance
e The Management System Approach versus a
e Simple BC Plan

Domain 3:
e Planning the BCMS
e What is a BCMS?
e Identifying the Organization’s Requirements
e Risk assessment
e Business impact analysis
e Strategy and Options
e Contingencies
e Physical infrastructure
e Information
e People
e Seasonality
e Incident level
e Output

Domain 4:
e Incident and Crisis Response
e Incidents, crises and disasters
e The response organisation
e The response team
e Competencies
e Response plans
e Communications
e Full recovery
e Insurance



e The Assurance Process

e Exercise program

¢ Maintenance program

e Audit program

¢ Management review program
e Continual improvement

Domain 5:
e BCM as a Competitiveness/Assurance Tool
e The insurance argument
e Cost-effectiveness
e Peace of mind
e Tools and Software
e The BC software market
e What to look for in BC software
e The New World of Sustainability
e BIA
e Business as usual
e Incident response
e How to Do It
e Visible program
e Awareness
e Certification

Exam www.britcert-exams.org.uk
Learning objectives

e To understand the implementation of a BCMS in accordance with ISO 22301, ISO
27031 or BS 25999

e To gain a comprehensive understanding of the concepts, approaches, standards,
methods and techniques required for the effective management of a BCMS

e To understand the relationship between the components of a BCMS and the
compliance with the other requirements

e To acquire the necessary expertise to support an organization in implementing,
managing and maintaining a BCMS as specified in ISO 22301 or BS 25999

e To acquire the necessary expertise to manage a team implementing ISO 22301 or
BS 25999



Examination Duration: 3 hours and 50 multiple choice questions
General information

e Certification and examination fees are included in the price of the training course
e In case of exam failure, you retake the exam within 12 months for free



