IS027035 Lead Security Incident Manager

Why should you attend?

In this five-day intensive course participants develop the competence to master a model for
implementing an incident management process throughout their organization using the ISO
27035 standard as a reference framework. Based on practical exercises, participants acquire
the necessary knowledge and skills to manage information security incidents in time by
being familiar with their life cycle. During this training, we will present the ISO 27035
information security incident management standard, a process model for designing and
developing an organizational incident management process, and how companies may use
the standard. This training is also fully compatible with ISO 27035 which supports ISO
27001 by providing guidance for incident management. For more information visit
www.bcaa.uk

Who should attend?

Incident managers

Business Process Owners
Information Security Risk Managers
Regulatory Compliance Managers
Members of Incident Response Team

Persons responsible for information security or conformity within an organization



Course agenda Duration:
5 days

Day 1

¢ Fundamentals of Information Security
e Incident and Security Incident

e Timelines of an incident

e Types and Priorities

e The Investigation Cycle

Day 2

Roles and Responsibilities

Policies and Documentation

Selecting Building motivating the team
Information and Communication System
¢ Managing the back stage operations

Day 3

Engaging External Agencies
Training and Certification
Managing Investigation Cycle
Managing the team
Recording the information

Day 4

e Post incident review

e Network and Security Monitoring

e Special handling and investigation

e Crisis management and Disaster Recovery

Day 5
Certification exam

www.bcaa.uk



Learning objectives

e By the end of this training course, the participant will be able to:

e Explain the fundamental concepts and principles of Security Incident Managemtn

e Interpret the ISO27035 requirements for an Security incident from perspective of an
implementer

e Initiate and plan the implementation of an Security incident management based on
ISO 27035, by utilizing BCAA’s best Methodology and other best practices

e Support an organization in operating, maintaining, and continually improving an
Security Incident management based on 1IS027035

Examination Duration: 3 hours
The “BCAA Certified 1SO27035 Lead Security Incident Manager” exam fully meets the
requirements of the BCAA Examination and Certification Program (ECP).

Certification

Upon the successful completion of the exam you will receive a certificate. For more
information about 1S027035 certifications and the BCAA certification process, please refer
to the website www.bcaa.uk.

General information

Certification and examination fees are included in the price of the training course.

In case of exam failure, candidates can retake the exam once for free within 12 months
following the initial exam date. For additional information, please contact us at
enquiry@bcaa.uk or visit www.bcaa.uk




